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Digital Identities and Internet of Things
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Digital European Single “Market”

* A majority of respondents is of the opinion that the /A% (- cross order
EU, Member States' authorities and companies /7 42% (nationa - 28 Member Sates)

. i . 54% (us) 1 >, / L
need to take action to address the issues raised <o The Digital Market
around digitalisation. #mm  today is made up

e 312 Million EU citizens use the internet every day [r by national orline services (429

.. . L N and US-based online services (54%)
* ln 2014’ 44% Of the Cltlzens Shopped 0n||ne, bUt i p EU cross-border online services represent only 4%
only 15% of those in EU countries
° Two_t—ier e-commerce: Cit—izens focus on domestic Source: EU digital single market factsheet final (20150504)

offers or US companies
e Almost no revenues from EU cross-border citizens

e >70% of internet users fear that e-commerce
collects too much personal data

- A European Single Market requires trustworthy and secure electronic business
processes between companies, citizens and the public administration
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|dentities in the real and virtual world

* People’s digital presence is their digital interactions,
and traces through a multitude of online platforms

and media

* People have more than one digital presence (such as
Facebook/Twitter/Google/Instagram)

* Digital life is becoming inextricably linked with a
person’s physical life.

 Need for validated personal data not only for
administrative procedures in the public sector

Challenges: Trust and security? Principle of data
economy”? Multiple identities? Pseudonymity?
Anonymity?
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GDPR — General Data Protection Regulation of
the European Union

e Unification of national regulations for
processing personal data by private
companies and public administration
(May 2018)

* Lex loci solutionis applies to institutions
outside the EU if they offer goods or
services inside the EU or do profiling of
data collected in the EU

* Extended duty of disclosure
* Right of deletion and portability of data

Technological solutions to implement the regulations through ,,Privacy by Design“ and
,Privacy by Default”
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The elDAS regulation: A chance for the

European Single Market?

* EU regulation on electronic
identification and trust services for
electronic transactions in the internal
market (September 2014)

* Mutual approval of elDs starting from
September 2018

* Defines a common regulatory
framework for electronic identification
and trust services, effective
throughout Europe

* Mutual approval of national elD
systems

1. User invokes service

6. User authenticated, service starts

2. Service forwards user
to elD-Server

E—

5. elD-Server checks authentication
and transmits electronic ID card
data to service

3. Secure channel between
elD-Server, ID card reader
and electronic ID card

4. Require PIN, send electronic ID
card data to elD-Server

Goal: EU-wide basis for secure and efficient electronic transactions
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ISZEN - Individual perSonal Auditable addrEss
Number

* French initiative, extends elDAS,
level 2 and 3 possible

» Store personal data on smartphone *&65‘6%“6

* Approve personal data by social K
networks, certified institutions, ...,
jdh776hgjk

health card, identification cards <§ﬁ
* Hash(s) of personal data for internet

communications; inference of

personal data impossible § ]
* Data economy: e.g. transmission e@%ﬁ

of confirmed age suffices for age

verification, no further data

required
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ISZEN - Processing Personal Data

* Request permission for data  —
collection and usage | Data transfer 352
* Who knows what about me? 33 /133
e  Who owns my data? @ﬁ b
* Comply to European General Data /' y_]
—_ =

* Right to “be forgotten”
* KYC: Check identity of your

Yes/No e N
customers | % — /// Request
* Create legal certainty for both R
parties by certified trust instances g1

Protection Regulation (GDPR) R

Registry for approval/refusing
of data usage/processing

& o
o T SIS0




Distributed Ledger Technology (DLT)

Transaction Block Chained Blocks

 Each transaction is stored into
a block §
S

* Consensus as needed for each | ——
transaction or the whole block | ——— ?

. . : —_
Blocks are stored as linked list | —— A

 Distribution of the blockchain
in the p2p network

—>Tamper-resistant, decentralized { CONnsensus }
storage

- searchable: Who has access to

my data?
) o
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Distributed Ledger and Personal Data

e Registration (1)

* Transfer secured
information about personal
data (2) stored on Mobil
phone, about externally
stored information (3) and
grants access

* Query user data and
encrypted response (4)

Ledger records permissions and
transactions of personal data and
link/hash to externally data sets — P2pP
—Personal Data as a Service Network ;;”,;;
—>GDPR conform '
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GDPS — Global Data Positioning System

Where is my data? Who uses myv.~~»™

Consentment
(Optin/ OptOut)

Global Data Positioning System

AOK AOK.de . GDP S
Paypal Paypal.com -
BNP Paribas Bnpparibas.com 12016 FULL
o ©
®
Neckerman neckermann.de () Jril 2016 PARTIAL
O
TESCO Tesco.co.uk N 4 @ 1 January 2016 REVOKED

& S
o T SIS0




Conclusion
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DLT infrastructure to scale digital identity at extremely
low costs with significant improvements in security

Reputation and identity systems have been maintained
on a site-by-site basis; with DLT, reputation can be
established through all sites

DLT-based digital identity service could enable
consumers to retain better control of their information

Merchants are likely to verify identities more
frequently—which consequently reduces the risk of
fraud

Privacy benefits to consumers — only one place to store
your privacy information
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Automotive: Stakeholders and Services

* Manufacturer/Supplier

— Lifecycle, monitoring
* Vendor/Sale

— Know your customer, advertising
* Garage/Repair Shop

— Appointment, preventive
maintenance

* Assurance

— Contract design, driver monitoring
* Owner/Driver

— Management of data sharing

* App-Development/Services
— Access to data, mobility services
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Challenges of 10T in the Large

* From billions to hundreds of ¢ o
billions of connected devices >

— Availability of inexpensive sensors

— Advances in cloud computing
enable storage and analytics of
the vast amounts of data
generated by sensors

— Fuelled by ubiquitous connectivity
and the availability of billions of IP
addresses with IPv6

N >
| i —
> ]
i L
SZON
X _source; adapted from IBM Institute for Business Value (2015)
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The JOY of Tech by Nitrozac & Snaggy

The Internet of ransomware things...

ON STRIKE
HUNGRY? UNTIL YOU
PAY UP AND SEND MONEY
I’LL UNLOCK

THE NEXT TIME
YOU LEAVE, ITLL
COST YOU 100
BUCKS TO GET
BACK INTO THE
HOUSE, UNLESS
YOU GIVE ME

30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT
JUST LET YOU
SLEEP.

MY ALARM
SYSTEM IS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE NIGHT,

UNLESS YOU

=
YOUR DIRTY
DISHES CAN EXCUSE oS
/|
WIRE MY WAIT, I'M PARTICIPATE
HACKER $100 BUSY MINING IN A DDOS
OR I‘LL REVERSE BITCOINS. ATTACK.
MY MOTOR AND
BLOW DIRT ALL
OVER THIS
PLACE/

ILL START
YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE

A TRANSFER. SEND ME #25 OR

ILL TELL EVERYONE
ON YOUR SOCIAL
YOUR REPUTATION NETWORK THAT YOU
WILL BE IN THE WERE STUPID ENOUGH
TRASH. TO BUY AN INTERNET-
CONNECTED BROOM/

IF YOU DON‘T
SEND US CASH,
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Toward the Internet of Things

Future

%uﬂ/ wk ﬁ \J

TN Nj
@@M@) Q

Centralized; Open networks; Open networks;
closed networks centralized Cloud P2P / distributed
clouds

ource: adapted from IBM Institute for Business Value (2015)
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loT — Challenges (l)

* Interoperation of device functionality and
connectivity will be increasingly important

* Connecting everything from cars to
toothbrushes leads to rich data (history) 2
challenge is preventing its abuse

* Central collection and processing enables
intruders to use and abuse the devices and
generated data

* Centralized systems have a tendency

— To create single points of failure,

— To create walled gardens and lack of
transparent
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loT — Challenges (l)

e Future-proof architecture

— Interoperation of devices and their
functionality and connectivity

— Consumers replace smartphones and PCs
every 18 to 36 months, but

— e.g. cars and their sensors have to last for
years

— Traditional centralized computing models are
sub-optimal for the Internet of Things

e Lack of functional value / Broken Business

Models

— Simply enabling connectivity does not make a
device smarter or better

— Most business models are ,,sell user data“ or
ytargeted advertising”
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Solution (?) - Digital Ledger for the Internet of
Thinks
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Digital ledger as a tool for
— Registration of devices
— transaction processing

— coordination among
interacting devices

Devi ces mana ge t h e | r own Registration Authentication Contractto barter Checkilist for
. of new of remote power with other  automobile
roles d nd behaVIOU r dewce users appliances safety

A
FaS

Resulting in an “Internet of

m
Decentralized, Autonomous x E__ , O\
Things” -0

Quelle: adapted from IBM Institute for Business Value (2015)
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I THINK WE SHOULD
BUILD A BLOCKCHAIN

E-mpll: SCOTTADAMERAOL.COM

b ACEEE.. e o

DOES HE UNDERSTAND
WHAT HE SAID OR
IS IT SOMETHING
HE SAW IN A TRADE
MAGALINE AD?

HAT COLOR DO YOU WANTY

THAT BLOCKCHAIN? |

e € 1995 Unhed Feature Syndicate, ne (NVC)

I THINK
MAUVE HAS
THE MOST
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Smart Data

Weiterfihrende Informationen zu
Identifikationssystemen, den rechtlichen Grundlagen
in Deutschland und den technischen Details von ISAN
finden Sie in unserer Studie.

Stefan.Jaehnichen@FZl.de
Jan.Suermeli@tu-berlin.de
Uwe.Der@itso.de

Sicheres Identitdtsmanagement im Internet

Eine Analyse des IS£N-Konzepts (Individual perSonal data
Auditable addrEss) durch die Smart-Data-Begleitforschung im

Vlele n Da n k fu r | h re Aufme rksa m ke|t ! Auftrag des Bundesministeriums fiir Wirtschaft und Energie
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